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Multi-Factor Authentication (MFA) Setup Guide

Multi-Factor Authentication (MFA) is now required for SFU Login Account. This adds an extra layer of security to protect your

data and records. To log in, you will now need your password plus a second verification method.

1. [Mobile] Before you begin, i0S Android
d load di th To install Authenticator on your iOS device. To install Authenticator on your Android device.
ownload and install the Scan the QR code Scan the QR code

Or download and
install Authenticator
from the Android app
Store

Or download and
install Authenticator
from the Apple app
Store

Microsoft Authenticator app
from the app store on your
mobile device.

2. [PC]access SFU email login portal: https://portal.office.com

[PC] Enter your campus email

i ’ ., BE \icrosoft B Microsoft
. a;l(c:irlezss and click NextcI ; Sign n i stuedunk
. [PC] Enter your password an R Enter password

click “Sign in” sssssesenss]
Can't access your account?

Forgot my password

d - 4 -

5. [PC] You will see the “Let’s keep

your account secure” prompt B a et
. « 9w < 9w & i ’ I 2 i stu.eclu bk Install Microsoft Authenticator < oo 0
click “Next” > “Next” > “Next Let's keep your account secure Set up your account in app

We'll help you set up another way 1o verify it's you.

Use a different account

Learn more about verifying your |i.in||r',-

Next B Googery W AppStore If prompted, allow notifications. Then add an
account, and select Work of school.

‘ = ‘
6. [PC]The QR code will appear on B e
your computer screen. Keep this s,

screen open and pick up your
mobile phone

7. [Mobile] Use the Microsoft
Authenticator app on mobile O i @ ot
phone to Scan the QR COde WHAT KIND OF ACCOUNT ARE WHAT KIND OF ACCOUNT ARE

YU ADDING? ¥OU ADDING?

displayed on computer screen BE oroea scour B comimeont 3
, BE Work or schaal account B Workor school accounl >
a. Select+icon (top right corner) B F CEREER >
b. Select“Work or school Yo accaunt providec wil
display a QR code
account” p—— :
Enter code manually
c. Tap ScanaQRcode toopen .
the camera ‘ Soan QRcodo
[ 5 Cancel

8. [PC]Onceyour phone
successfully scans the code,
click “Next” on your computer
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https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://portal.office.com/
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9. [Mobile] Look at the 2-digit
number shown on your
computer screen, and enter it
into the prompt on your mobile
phone app and then click “Yes”

10. [PC] Click “Done”

B= Microsoft

G i st eduhk
@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

g
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[PC] [Mobile]

B2 Microsoft

Are you trying to
I il sfu.edu.hk signin? 3
. . Saint Francis Ve

Approve sign in request -
6 Open your Authenticator app and approve the Enter the number shown to

~ request. Enter the number if prompted. sign in.

/ |
No, it's not me
Yes

Didn't receive a sign-in request? Swipe down to
refresh the content in your app.

1 can't use my Microsoft Authenticator app right now a

More information 7
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